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t NAME OR TITLE 

• Mr. E. H 




1. As promised, I am sending you herewith the 
paper which sets forth USCIB classification prin- 
ciples for references to Sigint matters in lec tares. 
This may or may not be of assistance to you in 
connection with the problem which you outlined to 
me the other day. 

2. Please return this to me as soon as you 
hare finished with it as copies are scarce. 
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DATE 

19 J«n 53 



ORGANIZATION AN D LOCATION CONS li L T A N T 



Replaces DA AQO Form 895, 1 Apr 48 , and AjTHJ 



eclassified and approved for release bvNSA on 05-27-2014 pursuant to E.O. 1 652 
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Non-clagsified 

RESTRICTED 

RESTRICTED 

RESTRICTED 

COIJFIDEITIAL 

C0OT3ENTIAL 

CONFIDENTIAL 

SECRET 

SECRET 

SECRET 
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USCIB Classification Principles for 

in Lectures 




LSXB 

Classification 
(Rot mentioned) 



COtJFIBENTXAL 

SECRET 

SECRET 



SECRET 

SECRET 

SECPET 

SEGRET 



SECRET 

SEGRET 



Subject Hatter 

naawBMiKaKfcaM aaca a i oaytufrarc < 

Hcaiwapocific or hypothetical reference to 
Ccsasmmication Intelligence and Signal Intel- 
ligence without any association of that 
function with specific activities and 
organisations other than. Aray Security 
Agency as a whole and U. S. Naval Cora- 
municationg as a whole© 

Association of specific phases of Goar* 
comic ation Intelligence activity with 
types of units© 

ELementazy principles of traffic analysis 
and military cryptanalysis© 

The terns ^Uhited States CoraaiHiication 
Intelligence Board” and n Uhited States 
ComuniC&tion Intelligence Coordinating 
ComxtteQ” * and theiz? abbreviations* 

” USCIB 5 * and "USCICG"* 

Association of broad OoGsaunication Intel” 
ligenca functions with specific activities 
and organizations by nsrae (esccept as pro- 
vided under » s non-da3sifiad% above) © 

Charts and descriptions of the organisation, 
of Array Security Agency* of Comuiu.cata.ons 
Supplementary Activities* and of USCIB- 
USCXCG© 

Individual intercept and D/F station products 
and operational effectiveness o 

Standing operating procedures and instruction 
manuals governing the respective Coranimiea- 
ti.cn Intelligence organization (eKcqpt 
instructions to processing activities govern- 
ing their processing detail and the handling 
and security of their final products© ) 

Intercept assignments© 

Detailed intercept and D/F plans and over- 
all operational effectiveness of intercept 
and D/F organization as a whole© 



TOP SECRET COPSE 



SECRET 


TCP SECRET 


General reference to the fact of crypt* 
analytic success against law-grade 
military cryptosys terns during and before 
World War Ho 


SECRET 


TOP SECRET 


References to the Communications Intel- 
ligence (identified as such) derived from 
lew-grade militaxy csyptosyotems during 
World liar II# and from those high-grade 
systems in the case of which successful 
cryptanalysis has already been revealed 
by official action (e*g. the Congressional 
investigation of the attack on Pearl 
Harbor). 


SECRET 


TO P SECRET 


Details of traffic analysis (not involving 
high-grade call-sign decryption) as applied 
to enemy communications during World War 

Ho 


SECRET 


(Rot Mentioned 
but self-evident) 


Records of the proceedings of USCIB and. 
CSC ICC and sub-cosmitte©s thereof# unless 
acre highly classified* 
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SECRET 


GLEIT 


Tne detailed mission of each Communication. 
Intelligence organisation as a whole* 


TCP SECRET 


GLEJT 


Instructions to processing activities 
governing their processing in detail and 
the handling and security of their final 
products. 


TOP SECRET 


(Rot authorised 
under any 
circumstances) 


The fact of any peace-time collaboration 
in Conmunication Intelligence matters 
between U*S. agencies and foreign agencies* 


TOP SECRET 


TOP SECRET GLINT 


(Except as provided under "SECRET” above) 
references to the Communication Intelligence 
(identified as such) derived from crypt- 
analysis of enemy military system cf 
high-grade (except the highest grade) 
during World War II# provided the references 
cannot lead to inferences as to the specific 
system involved#. 


TCP SECRET 


GLINT 


Detailed references to# and descriptions of# 
cryptanalytfus success against low-grade 
military cryptographic systems during and 
before World War II* 
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Sias^floation falsification Subject Mattes? 



TOP SECRET and SECRET, with Tha subject matter falling within these 

Caomrunication Intelligence categories is defined in CSP 180$ (a) 

code-word designations. and War Department Regulations for 

Security and dsseminaiion of Ckasaunica- 
tion Intelligence, as interpreted and 
amplified below: 



The special code word applied to Special Intelligence shall be need to 
designate items of information, all or part of which have been derived from Special 
Intelligence, -whether or not such derivation is obvious, and information which 
reveals the degree of success attained or the ability to attain success in specific 
problems in the field of Special Intelligence; and all documents and eomnnnrLcatlons 
in which this code -word itself necessarily appears in its code word sense. 
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